cFT™ 2020

PHARMACEUTICALS

A compliant managed file transfer solution to secure and
automate the movement and integration of data.
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196%

In 2019. 510 healthcare
data breaches of 500 or

more records were
reported, which represents

a 196% increase from 2018.

Source: HIPAA Journal 2019
Healthcare Datta Breach Report
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Executive Summary

Globalscape is a recognized leader in the secure movement of data. Headquartered in San Antonio, TX,
we help organizations solve their digital business challenges by simply and securely automating the flow of
information between people and places. Our award-winning managed file transfer (MFT) platform enables
secure mission-critical exchanges of data both on premises and in the cloud. Our data exchange solution is trusted

and relied upon by enterprises of various size, across the world.

Globalscape is no stranger to assisting our pharmaceutical clients meet HIPAA, HITECH, GDPR and
others. We understand your industry, your needs, and your paint points when it comes to file transfer
infrastructure. Pharmaceutical companies face stringent mandates regarding data security and exchange. An
MFT solution can help ensure your data is protected while also maintaining compliance and visibility. It is vital for
your IT infrastructure to be able to handle and house data from all departments including clinical trials, intellectual
property, drug advancement testing, email communications between the specialists you employ, files exchanged

between senior leadership and your board of directors, and more.

When is the last time you revisited your file transfer software? At Globalscape, we have seen it all —from
pharmaceuticals using a hodge-podge of disparate FTP to clients who were using sophisticated MFT platforms,

but needed a change to reduce costs as well as increase ease-of-use for the end-user.

While reading this guide, we recommend your IT department and senior leadership to ask themselves

these 5 questions:

Are our file transfers secure and encrypted, both at-rest and in motion, involving sensitive information?
How compliant are our file transfers with laws and regulations that impact our data exchanges?
s our current file transfer infrastructure a burden to our external trading partners?

Are we able to meet our increasing high-volume data exchanges every time?

R wN s

Are our employees satisfied with our current file transfer infrastructure? How can we make their job easier?

Globalscape is here to help. This guide is organized by providing a real-life case study, featuring our
client Well Pharmacy, followed by two use cases using EFT™ On-premise as well as our cloud Saa$ offering,

Arcus, and two short whitepapers.

Call us today at 1-800-290-5054 or contact us here.
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GLOBALSCAPE
CASE STUDY
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Case Study

WELL PHARMACY

SOLUTIONS
TEFT Enterprise

TAdvanced Workflow
Engine (AWE)

fAuditing and Reporting

Module
KEY BENEFITS

TData management
efficiency

fintegrates with third-party
file transfer protocols

TCentralized platform

TAutomated business
processes

Weal-time auditing and
reporting

1l igh volume data transfers

LEADING UK PHARMACY SIMPLIFIES
DATA MANAGEMENT

INTRODUCTION

Well is the largest independent pharmacy in the UK. In 2014, it was
acquired from the Co-Operative Group by global business leader
Bestway Group. With nearly 800 retail pharmacy locations and
7,000 employees, Well issues more than 73 million prescriptions a
year. Their organization proudly provides high quality services and
products that benefit and support the provision of personalized

health and wellbeing services for their customers.

THE CHALLENGE

After Bestway Group acquired Well, the company faced the
dilemma of eliminating their reliance on a significant number of file
integration protocols, which were owned by their former parent
company. Rather than duplicate the existing complicated systems
responsible for file transfer, Well’s IT project manager decided to
use the transition as an opportunity to find a more cost-effective

and advanced file transfer solution.

Well wanted to simplify and better manage their automated and
manual data transfers, especially those through their financial
accounting systems. They planned to use their new system for
greater control and a more secure, reliable flow of data, particularly
for financial information such as invoices, orders and Bankers’
Automated Clearing Services (BACs) files, among many others.
Instead of relying on multiple solutions, Well sought out a single
solution that could resolve multiple concerns and that offered

functions such as:
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Case Study

WELL PHARMACY

continued

I
“We chose

Globalscape because it

was the right level of
functionality

with plenty of scope
for future

improvements, while
still fitting

our available budget.”

-IT Project Manager at
Well Pharmacy

1. DATA MANAGEMENT EFFICIENCY through one secure, centralized
platform for enhanced visibility and control

2. FILE TRANSFER INTEGRATION within their environment for
business critical applications and between third-party applications
with partners, vendors, or suppliers exchanging data

3. AUTOMATION OF FINANCIAL ACCOUNTING DATA to save time,
improve security and increase accu racy

4.FULLAUDIT AND REPORTING for improved diagnostics

5. RAPID DEPLOYMENT of new transfers on receipt of business
requirements

SOLUTION

Well’s IT project manager reached out to Globalscape partner
Pro2col. Concerned with the risks they would face with a new file
transfer solution, Well wanted ongoing support, integration and
consultancy. Pro2col worked with Well for two months to identify
the right configuration, while still meeting their budget
requirements. With a full understanding of Well’s current and
future environment, Pro2col recommended Globalscape Enhanced
File Transfer™ (EFT™) Enterprise solution, with the Advanced
Workflow Engine (AWE), and the Auditing and Reporting Module
(ARM). Pro2col’s technical consultant who worked on the
implementation also helped Well design the platform for future use,
offering a number of recommendations on various modules that

would create a manageable yet robust environment.
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Case Study

WELL PHARMACY

continued

——
“Despite the overhaul
of its old systems and

consolidation
necessary, Well’s IT
department was able
to collaborate with
Pro2col and
Globalscape to deploy
their new advanced
file transfer solution
without interruptions
to its business or

b2l
customers

RESULTS

As a result of their collaboration with Pro2col and their deployment
of EFT Enterprise, AWE and ARM, Well’s IT department is able to
take advantage of a more efficient and improved file transfer system
with automated workflows, saving their IT department vast amounts
of time and effort. Well’s improved business processes, including
their centrally controlled standard file archive and retention policy,

was organized within clear and |ogica| file and folder structures.

This better and more organized process allowed IT support to quickly
find tasks and activities involved in the data flows. Well expects to
see their 300 to 3000 daily file transfers continue to grow in

volume Following their transition to EFT Enterprise.

Well streamlined their manual and automated processes with EFT
Enterprise and AWE, which eliminated the need for any human
intervention or coding in various file transfer workflows. As a result
of these new automation features, Well’s financial data transfers
were more secure and at a reduced risk for payment fraud. Similarly,
through ARM, Well now automates their auditing and reporting
workflows to support improved diagnostics, which allows the IT
department to fix existing problems, prevent future problems, and
minimize vulnerabilities like failed data transfers, gaps in security, or
data breach attempts.

Operational efficiency is very important to Well. With customers
and business partners relying on consistency, accuracy, and
timeliness, they couldn’t afford to have any of their key data
transfer processes falter. Well needed an order and response
mechanism for the newly acquired set of pharmacy branches. Ready
to see AWE put to work,
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Case Study

WELL PHARMACY

continued

Pro2col designed a process for Well to poll every 30 seconds, pick
up the file, transform it from xml to plain text, and return a
notification of receipt within two minutes to emulate the process
within branches prior to the acquisition. This custom policy
automatically transformed certain files from an XML file to a plain
text file and provided the sender with a receipt notification. The
automatic notification system was a key workflow that Well relied on
before and after the acquisition. In the end, Well was provided with a
new system capable of supporting the data flowing from its 800 UK
-based retail chains, third-party vendors, and healthcare providers.
Despite the overhaul of its old systems and consolidation necessary,
Well’s IT department were able to collaborate with Pro2col and
Globalscape to deploy their new advanced file transfer solution

without interruptions to its business or customers.
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GLOBALSCAPE
USE CASES
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Use Case

DATA TRANSFER AUTOMATION

KEY BENEFITS

Y Reduced human
error through
automated
submissions,

compiled by EFT

Y Simplified
distribution process
through easy to use
custom-built web

portal

y Automated email
notification for
completed

submissions

Y Reduced costs by
eliminating SFTP

client software

PHARMACEUTICAL COMPANY SAVES
TIME AND REDUCES COSTS THROUGH
DATATRANSFER AUTOMATION

CHALLENGE

A large pharmaceutical company was considering using
Enhanced File Transfer™ (EFT™) Enterprise with Event
Rules as a way to cut costs and increase operational
efficiency. The organization relied on the timely submission
of its regulatory documentation to bring its products to
market faster so their customers can get much needed

medication.

Each batch of submissions required time-consuming human
intervention and additional firewall protections to ensure
security and compliance mandates were met. When
submitting test results errors and vulnerability risks grew
each time a human was involved in the process. Each
submission required the user to consolidate files from
multiple sources and send the files via a portal webpage or
using a local SFTP client installed on individual computers,
which introduced maintenance and support costs.

SOLUTION

Globalscape and its Professional Services team put together
a solution for the organization using EFT Enterprise with
Event Rules along with a series of customization services. The
Event Rules in EFT Enterprise automated the test results
submission process, by taking each of the files from various
sources, and then transferring the files via either SFTP or
AS2 protocols to the required agencies. This process was
automated with a single Event Rule.
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Use Case

DATA TRANSFER AUTOMATION

continued

RESULTS

By automating the submission of its regulatory information,
the risks associated with human error were nearly eliminated,
the support costs associated with SFTP client software was
gone, and the number of open ports that allowed outbound
transfers were greatly reduced, increasing security. End users
are now able to access a custom-built web portal, enter the
path to the submissions files, email address, and transfer
credentials, and then EFT compiles the required information
and transmits it securely and efficiently to different
regulatory agencies. The end users are notified of the
transmission results via email. With EFT Enterprise with
Event Rules, the organization reduced costs, relieved the
strain and overhead for end users, removed much of the
human error, and implemented a solution to expedite the
process, all while meeting or exceeding government

regulations.
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Use Case

GLOBALSCAPE EFT™ ARCUS

HEALTH ORGANIZATION TRANSFERS PII DATA USING AUTOMATION AND PGP

KEY BENEFITS

Y A secure file transfer por-
tal, safely accessed both

externally and internally

Y Reliable, always available

service

Y Complex automation for

sequential file transfers

Y Protection for critical files
containing PlI

GENOMIC RESEARCH FIRM EMPOWERED
WITH AUTOMATED CLOUD FILE TRANSFERS

OVERVIEW

An organization offers employee benefits to deliver affordable
access to genomic-based programs and services that are not
typically covered by health insurance. Members have access to
personalized cancer guidance, including advanced genomic
testing and cancer support to help them make informed
decisions about patient health, treatment, and quality of life.
For cancer patients, having the right information from
diagnosis through treatment can provide overall improved

patient satisfaction and better outcomes.

CHALLENGE
The company was using Amazon SFTP with Key Exchange for

external users to establish a secure connection, and Cleopatra
PGP to encrypt/ decrypt transfers. This configuration was
difficult to administer and manage, due to unfamiliarity with
SFTP and PGP, and no access to technical support to assist
them. The company consulted with Globalscape Sales
Engineers to help them determine the best way to meet their

challenges.

IMPLEMENTATION

The client purchased an EFT Arcus subscription, a secure, full-
featured, enterprise-class cloud file transfer service, installed as
a single instance of EFT and supporting infrastructure. The
client does not have to become IT experts to provide access to
services for their employees and partners. Our engineers were
able to help the client make the move to EFT Arcus and

conﬁgured some automation rules to get them started.
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GLOBALSCAPE EFT™ ARCUS

continued
RESULT

With an EFT™ Arcus Basic tier subscription, the organization

now uses EFT’s automation to decrypt and encrypt
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